CUCTEMHOE AOMWHUCTPWPOBAHWNE - APXWUTEKTYPA

noutA fearlly.job@gmail.com

Anekceun KpacHocenbCKux ieirn tmeficarly

MpPOoeKTUPYH U COMPOBOXAAK MHPPACTPYKTYPY — OT CXeMbI [0 TENEQOK 8 (925) 710 86-35

CTabunbHOM paboThbl. nokaLis r. Mepmb, Poccus - ynanéHHo
// 0 CEBE // KPATKO

CUCTEMHbIV aMUHUCTPATOP M apXUTEKTOP MHOPaCTPYKTYpbI: BOSPACT

cepBepbl, CETU, BUPTYanu3auus, 4OCTYMbl U MOHUTOPUHT — Kak 23 ropa (pog. 11.06.2003)

eanHas cuctema. MNpakTnyeckmi onbIT B UHPOPMaLIMOHHON OMBIT PABOTHI

6€30MacHOCTU (AUNNOM TEXHMKa MO 3aluTe MHGopMaLmu, zero trust CucTemMHbIM agMnHNUCTpaTopoM — ¢ 2023
1 SSO B COBCTBEHHbIX MPOEKTax) U B NPOrpaMMUpPOBaHUn — C roaa, 4 KomnaHuu; npakTka — ¢ 2021
nomotubto I nuwy cepsucel 1 asTomaTtnsaumio Ha Go, TypeScript CMELVANN3ALIS

n Flutter. CncTteMHoe afiMUHUCTPUPOBaHUE -

apXuTeKTypa MHGPaCTPYKTYpbI

// ONbLIT PABOTH
OKULAEMAS 3APMNATA

NHxeHep nHPpacTpyKTypbl — 000 2025 - H.B. OT 90 000 #
«JInoH-Tpeng» CTATYC
MpoeKkTupoBaHne 1 pa3BepTbiBaHWE 0TKa30yCTONYMBLIX CEPBUCOB B AKTUBHbIil MOMCK NPepI0XeHNI
KOHTeNHepuanpoBaHHoM okpyxxeHun (Docker, Docker Compose),
HacTpoKrKa NoAUTUK 6e30MacHOCTU U pasrpaHnYeHunst Npas [OCTyNa, // HABBIKM
COMpOBOXAEHMe KoprnopaTuBHbix B PostgreSQL.
- ApxutekTypa
NH>xeHep MHPpaACTPYKTYyphbI - NOA[EPXKKA Zero Trust

pacnpepgenéHHon cetu — 3A0 «TeTpuka»
o . CeFMeHTaLI,VIﬂ CeTun N 30Hbl JoBEpPUA
O6ecneyeHune 6ecrnepebonHon paboTbl UT-uHGpacTpyKTypbl

pacnpefeneHHon ceTu, ynpaesneHme KoOHGUrypaumsamm cepBepoB Linux Modular Monolith - SSO
(Ubuntu/Debian). OokymeHTaumsa SAD / ADR - 1aC

CekpeThbl B Git - SOPS

CuctemHbiM agMuHucTpaTop — 000 «JlnaHMepgna» 2024
ALMUHUCTPUPOBAHME BHYTPEHHUX CEPBUCOB W1 MOAAEpXKa Cepsepbl 1 BUpTyanusaums
IT-UHPPACTPYKTYpbI. Proxmox VE - Linux - Docker

. docker-compose - nginx - Let's Encrypt
CuUcTeMHbIM agMUHUCTPaATOp — «Py6GuUMb No 2023 - 2024 )

Windows

caXkeHam»
ALMWHUCTPUPOBaHME CEPBUCOB, MOUCK YSA3BUMOCTEN Y KITMEHTOB; Cetnu goctyn
pa3BépTbiBaHne web-cepsucos (Nginx, NextCloud) Ha Proxmox VM, OPNsense - Firewall - NAT - DNS
Docker 1 docker-compose; pa3spaboTka canTa KOMMNaHuu. VLAN - MapuwpyTusaums Mexay 30Hamu
CTaXxép-npaKTUKaHT, CACTEMHbIN agMUHUCTpaTop 2021 — 2022 VPN
— MNAO «MOTOBUANXMUHCKME 3aBOAbI» 9KCnNyaTaLms U MOHUTOPUHT
Paspa6oTka N0 gns asTomMaTM3aumm NpoLeccoBs, BefeHne Gitea Actions - CI/CD - Prometheus

OOKYyMeHTauun, obecrneyeHue COXPaHHOCTH, LENOCTHOCTUN U

Grafana - Zabbix - Loki - PostgreSQL
JOCTYNHOCTU MHGOPMaL K.

MySQL - Redis

MouTa: Mailcow - PMG - Postal

// OBPA30BAHUE

OpenBao - Vaultwarden

MepMCKUIN XUMUKO-TEXHONOMMYECKUIN TEXHUKYM 2019 - 2023
Ounnom. «O6ecnevyeHne nHGopmMaLMOHHOM 6e30MacHOCTH
aBTOMaTU3MPOBaHHbIX cucTemM». KBanuounkaums: TEXHWK Mo 3awuTe
MHPOpMaLUN.

NHpopmaLmoHHasa 6e30nacHOCTb
CrowdSec - OAuth 2.0 - OIDC - 2FA
PKCE - WunoposaHne AES-GCM
Ponu n aygut - Rate limiting

Onepatop 9BM 2019 = 2022 Mouck ysi3BuMocTeit - DLP-cucTemsi
CeupgetenbctBo o npopeccumn. FBIMOY «lMNepmckui

XMMUKO-TEXHONTOTMYECKUA TEXHUKYM», ouHast dopMa, 424 u. MporpaMMUpoBaHne onunonansio - c il

Go - TypeScript - Node.js - NestJS
Express - Prisma - React - Next.js
Flutter - Dart - SQL

MepMcKui rocygapcTBeHHbIN YHUBEPCUTET 2021 - 2022
[MoBbiWeHne KBanMpurkaumm — Be6-nporpaMmmMucT.

LIOIMI NMepmckoro kpas 2023
YpocToBepeHue 0 NoBbIleHM KBanndukaunn. «fNprumeHeHne
DLP-cuctem gns o6ecnedeHuns 3awmtbl MHGopmaumm», 30 y.



